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Onobpen
CoBeroMm Depepanun
19 urons 2017 roma

Cratbsa 1. Cdepa aencreus Hactosiwero ®epepanbLHOro 3akoHa

Hacrosimuii @enepanbHbIi 3aKOH PETYIMPYET OTHOILICHHS B 00JacTh oOecriedeHus: Oe30MacHOCTH
KpUTHYeCKOH MHPOpMaMOHHONW HHPpacTpyKTypbl Poccuiickoit depepannu (Jlajnee Takke - KpUTHUecKas
nH(popMaloHHasi UHOPACTPYKTYpa) B LEISIX €€ YCTOMUMBOTIO (DYHKIIMOHUPOBAHUS MPHU MPOBEIECHUU B
OTHOILIEHNUH €€ KOMITBIOTEPHBIX aTaK.

Crtatbs 2. OCHOBHbIE NMOHATUS, UCNONb3yeMble B HacTosiweM PeaepanbHOM 3aKOHe

I[J'IH LeJIe HacCTOSIIEro @enepanbﬂoro 3aKOHa UCITOJIB3YKOTCA CICAYIOIINE OCHOBHBIC ITOHATHS:

1)  aBTOMaTuM3MpoOBaHHAs  CUCTEMa  yNpaBICHUS -  KOMIUIEKC  IPOrpaMMHBIX U
IPOrpaMMHO-aINapaTHBIX CPEACTB, NPEIHA3HAYEHHBIX JUIS KOHTPOJIA 3a TEXHOJOTMYECKMM M (WIJIH)
MIPOU3BOJICTBEHHBIM 000PYAOBAHUEM (UCHOJHUTEIbHBIMU YCTPONCTBAMH) M IPOU3BOJAUMBIMH HMH
nporeccaMu, a TAKKe /7S YIpaBIeHUs TAaKUMH 000pyI0OBaHUEM M ITPOLIECCaMU;

2) 6e30macHOCTh KPUTHUECKON HMH(DOpMAIMOHHOW MHPPACTPYKTYpPHI - COCTOSHUE 3allUIIEHHOCTH
KPUTHYECKON MH(POPMALIMOHHOM UHPPACTPYKTYPHI, obecrieunBarolee ee YCTOMYHBOE
(GYHKIIMOHUPOBAHKE MPH MPOBEICHNUHU B OTHOIIIEHUHU €€ KOMITbIOTEPHBIX aTaK;

3) 3HAUUMBIA OOBEKT KPUTUUYECKON HH(POPMALUMOHHOW HMHOPACTPYKTYpHI - OOBEKT KPUTHUECKOM
nH(}OPMaLIMOHHONH UHPPACTPYKTYpbl, KOTOPOMY IPHUCBOEHA OJHA U3 KaTErOpHil 3HAYMMOCTU U KOTOPBIH
BKJIIOYEH B PEECTP 3HAUUMBIX 0OBEKTOB KPUTHUECKOW HHPOPMALIMOHHON HHPPACTPYKTYPBI;

4) KOMNBIOTEpHAs araka - IEJCHANPAaBICHHOE BO3JACHCTBHE TIPOTPaAMMHBIX U (WIH)
MIPOrPaMMHO-AMIAPATHBIX CPECTB HA 00BEKTH KPUTUIECKON MH(DOPMAIIMOHHOW HHPPACTPYKTYPHI, CETH
AJIEKTPOCBSI3H, UCTIOJIb3yEeMbIC JJISI OpTaHU3aIliU B3aMOJICHCTBUS TaKMX OOBEKTOB, B IEJISIX HAPYIICHUS
u (unm) mpekpamieHus uX (QYHKUMOHMpOBaHHWS ©  (WIM) CO3/aHUS  YIpo3bl  OE30MACHOCTH
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oOpabaTbIBaeMOil TakKUMHU 00bEKTaMu HH(pOpMaIy;

5) KOMIBIOTEPHBIH HMHIUACHT - (pakT HapymieHus W (Wik) TpeKpameHus (GyHKIIMOHHUPOBAHUS
00BEKTa KPUTHUECKOH WH(POPMAIMOHHONH WHQPPACTPYKTYPHI, CETH SJCKTPOCBSI3H, HCIOIB3yeMOU s
OpraHu3alKy B3aMMOJICUCTBHUS TaKHMX OOBEKTOB, W (WJIHM) HapylIeHHs Oe30macHOCTH oOpabaThiBaeMoOu
TakuM 00bEKTOM MH(POPMAIUH, B TOM YKCIIC IPOU3OIISANINI B pe3y/IbTaTe KOMIBIOTEPHON aTaKy;

6) KpuTHYeCcKass HWH(pOpMAIMOHHAs HHAPACTPYKTypa - OOBEKThI KPUTHYCCKOW HMH(DOPMAIIMOHHON
HHOPACTPYKTYPBI, @ TAKKE CETH ICKTPOCBS3H, UCIIOIB3YEMBIC ISl OPraHU3aIUK B3aUMOJICHCTBUS TAKUX
00BEKTOB;

7) OOBEKTHI KPUTHYECKOM HH(POPMALMOHHOW HH(PPACTPYKTYpPHl - HH(OPMAIMOHHBIE CHUCTEMBI,
UH(QOPMAIIMOHHO-TEICKOMMYHHKALIMOHHBIE ~ CETH, aBTOMATU3UPOBAHHBIE  CHCTEMBI  YIPaBJICHUS
CYOBbEKTOB KPUTHIECKOH HH(POPMAITMOHHON HHAPACTPYKTYPHI;

8) CcyOBeKThl KpUTHUECKOW HH(POPMALMOHHON HH(PACTPYKTYpbl - TOCYIapCTBEHHbIE OpIaHBbI,
rOCy/lapCTBEHHbIE  YUPEKACHUS, POCCUICKHE IOpUAMYECKHE JMia M (WIM) HWHAWBHUyaJbHbIE
IpeINpUHUMATENN, KOTOPbIM Ha NpaBe COOCTBEHHOCTH, apeH/lbl MJIM Ha MHOM 3aKOHHOM OCHOBAaHUU
NpUHAAIEKAT  MHPOPMAIMOHHBIE  CHUCTEMBI,  MH(POPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIE  CETH,
aBTOMAaTU3MPOBAHHBIE CHUCTEMbI YIIpaBleHHs, (PyHKIHMOHUpYIOIIKME B chepe 3/ApaBOOXpAHEHUS, HAYKH,
TPaHCIOPTa, CBS3HM, JHEPreTUKH, OAHKOBCKOM cdepe M HHBIX chepax (UHAHCOBOTO pPBHIHKA,
TOIUIMBHO-HEPreTUUECKOr0  KOMIUIEKca, B~ 00JacTh  aTOMHOW  3HEpruH, 00OpOHHOI,
PaKeTHO-KOCMUYECKOM, TOpHOAOOBIBAIOIIEH, METANTypruueckod M XUMHUYECKOW IPOMBIIIJIEHHOCTH,
poccuiickue IpuaIudecKue auna 1 (WId) UHAWBUAYaJIbHbIE MPEAPUHUMATENH, KOTOpble 00eCeuynBatoT
B3aUMOJICHICTBUE YKA3aHHBIX CUCTEM WM CETEH.

Cratba 3. [lpaBoBoe perynupoBaHMe OTHOWEHUA B obGnactu obGecne4vyeHus
6e30nacHOCTU KPUTNYECKON MH(POPMALIMOHHON UH(PACTPYKTYPbI

1. OrtHomenuss B o0mactd oOecneueHUss O€30MacCHOCTH KPUTHUYECKOW HMH(DOPMAIMOHHON
nH(QpacTpyKTypsl perynupyrorcs B cooTBercTBUM ¢ Koncrutynumenn Poccuiickoit  ®Denepauuu,
OOIIEeNpPU3HAHHBIMU TNPUHIMIIAMH W HOPMaMH MEXAYHApOJHOro TmpaBa, HacTosmuM @DenepanbHbIM
3aKOHOM, JpYrMMH (eaepaqbHbIMU 3aKOHaMHU M TNPUHUMAeMbIMH B COOTBETCTBMM C HHMMM HHBIMU
HOPMAaTUBHBIMU IIPABOBBIMH AKTaAMU.

2. OcobenHoctd mpuUMEHEHHUs Hacrtosmero @denepanbHOr0 3aKOHA K CETSAM CBSI3HM  OOIIETO
II0JIb30BaHusA onpenensitorcss PenepanbHbiM 3akoHOM 0T 7 uronst 2003 roma N 126-®3 "O cBasu" u
MPUHUMAEMBIMHA B COOTBETCTBUY C HUM HOPMAaTUBHBIMH MIPaBOBBIMU akTaMmu Poccuiickoit denepannm.

CraTtba 4. NpuHUUNbI obecneyeHns 6e30NaCHOCTU KPUTUYECKON UHDOPMaLMOHHOM
MH(paCTPYKTYpbI

[Tpuniunamu  obecnieueHust 0€30MACHOCTH KPUTUYECKOM HHPOPMALMOHHOM HHGPACTPYKTYPHI
SIBJISIFOTCSL:

1) 3aKOHHOCTB;

2) HEeNpPEePHIBHOCTh M KOMIUIEKCHOCTh 0OecreyeH s 0e30MacHOCTH KPUTHUECKON NH(OpMalMOHHON
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UHPACTPYKTYPHI, JOCTUTAEMbIE B TOM YHUCIIE 33 CYET B3aUMOCHCTBUS YIOJTHOMOUYEHHBIX (peepatbHbIX
OpPraHOB UCIOJHUTENILHOM BJIACTH U CYOBEKTOB KPUTHUECKON MH(GOPMAIIMOHHON HHPPACTPYKTYPHI;

3) npuopUTET NPEJOTBPAILIECHNS KOMIIBIOTEPHBIX aTaK.

Cratba 5. locypnapctBeHHass cuctemMa OOHapyXeHuUsi, npeaynpexneHusa wu
NUKBMAAUUMM NOCNeAcTBMA KOMMNbIOTEPHbIX aTak Ha MWH(POPMaLMOHHbIE pecypcChbl
Poccuinckon ®epepauum

1. T'ocynapcTBeHHas cuctemMa OOHApyKEHUs, NPEIYNPEXKIECHUS U JMKBUAALUU IIOCIEACTBUN
KOMIIBIOTEPHBIX aTak Ha HH(opManuoHHble pecypcbl Poccuiickoit depepauun mpeacrasisier coOoit
€AVHBI  TEPPUTOPHAIIBHO  PACHPENEICHHBIM  KOMIUIEKC, BKIIOYAIOMIMM CWJIBI M CPEICTBA,
IpeJHa3HauYeHHbIE JUIsl OOHAPY)KEHUs, NMPENyNPEeKICHUS U JMKBUJIALMU MOCIEICTBUI KOMIBIOTEPHBIX
aTak M pearupoBaHMs Ha KOMIBIOTEPHBIE HWHIMJICHTBL. B 1ensax HacTosmeu CcraTbu IMOJ
uHpopMallMOHHBIMU pecypcamu Poccuiickoit depepanuu NnoHUMaOTCs HH(OPMAILMOHHBIE CHCTEMBI,
MH(POPMAIMOHHO-TEIICKOMMYHUKAIIMOHHBIE CETH W aBTOMATH3MPOBAHHBIC CHUCTEMBI YIIPABJICHUS,
Haxojsamuecs Ha teppuropun Poccuiickont denepanuy, B JUIJIOMATUYECKUX IIPEICTaBUTEIIBCTBAX H
(unn) KOHCYNIbCKUX yupexaeHusx Poccuiickoit denepanuu.

2. K CuJiaM, IMPCAHA3HAUYCHHBIM JJIA O6H3py>K€HI/I${, npeaynpexxKaCcHus u JIMKBUAAIUU HOCJ'IGI[CTBI/Iﬁ
KOMIIBIOTCPHBIX aTaK U pCarupoBaHusd HAa KOMIIbIOTCPHBIC MHIUJACHTBI, OTHOCATCA:

1) monpaszneneHuss W JODKHOCTHBIE JHIA (elepalbHOr0 oOpraHa HCIOJIHUTENBHOM BIIACTH,
VIIOJTHOMOYEHHOTO B oOsacTu  oOecriedeHus: (QYHKIIMOHHPOBAHUS T'OCYJApCTBEHHOH CHCTEMBI
OOHapyXXeHMsl, TPEeAyNpexJIeHUs W  JUKBUAALMU  [OCIEICTBUM  KOMIBIOTEPHBIX aTak Ha
nH(popmanroHHsle pecypcsl Poccuiickoit denepannu;

2) opranusansi, co3iaBaemMast peepanibHbIM OpPraHOM HCIIOJHUTEIBHOM BIACTH, YIIOJTHOMOYEHHBIM
B obmactu obecrnieueHuss  (QPYHKIMOHUPOBAHUS  TOCYJApCTBEHHOM  CUCTEMBI  OOHapy>KEHHS,
NPEIYNpPexaAeHUs U JMKBUIALMKM MOCIEICTBUI KOMIBIOTEPHBIX aTak Ha HMH(OpPMAIMOHHBIE PECYpPCHI
Poccuiickoit ®enepauuu, a1 obecreyeHUs KOOPAMHAIMHU JESATENIbHOCTH CYOBEKTOB KPUTHYECKOU
MHGOPMALIMOHHON HHOPACTPYKTYphl MO BONpPOCaM OOHAPYXKEHUs, NMPEAYNPEKICHUS U JUKBUAALUU
MOCTICICTBM KOMITBIOTEPHBIX aTaK M pearupoBaHMsi HAa KOMIBIOTEpHBbIE WHIMICHTHI (Jayee -
HaIlMOHAJIBHBIA KOOPIUHALMOHHBIM EHTP 10 KOMIIBIOTEPHBIM HHIIUJCHTaM);

3) mnoxpazneneHus U JOJDKHOCTHBIE JIMIA CYOBEKTOB KPUTHUYECKOM HH(OpMaLMOHHON
MHOPPACTPYKTYpPBI, KOTOpbIE MPUHHUMAIOT yYacTHEe B OOHApPYXKEHUHU, MPENyNpeKICHUH M JIMKBUAALUH
MOCJIEACTBUI KOMITBIOTEPHBIX aTaK M B pearipoBaHUU HAa KOMIIbIOTEPHbBIE HHIIUICHTHI.

3. CpencrBamu, TIpenHa3HAYEHHBIMU Ui OOHApy)KEHHs, TNPEAYNPEKICHUS U JIHUKBHIALNH
MOCJIEACTBUIM KOMITBPIOTEPHBIX AaTaK M pPEearupoBaHUs Ha KOMITbIOTEPHBIE HWHIUACHTHI, SBISIOTCA
TEeXHUYECKHe, MPOrpaMMHbIE, MPOrpaMMHO-aNMNapaTHble U WHBIE CPeICTBa Uil OOHApYyX eHUsd (B TOM
qyciie Ui TOMCKAa MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETSIX OJJIEKTPOCBSI3U, MCIOIB3YEMbBIX JUIsS
OpraHu3ali  B3aMMOJEHCTBHS OOBEKTOB KPUTHUECKOW HH(POPMALMOHHOM  HMHQPACTPYKTYpHI),
MIpEeNyNpPexICHNs, JTUKBUIALUU MOCIEACTBUI KOMIBIOTEPHBIX aTak W (wiM) oOMeHa HHQoOpMaluei,
HEOO0XOAUMOW CyObEeKTaM KpPHUTHYECKOH HH(POPMAIMOHHOW HWHQPPACTPYKTYphl TNpPH OOHAPYKEHHUH,
MIpeyNpexACHUN U (UITK) TUKBUIALMHU TIOCTIEICTBUN KOMITBIOTEPHBIX aTaK, a TAKXKe KPUMITOrpapuiecKue
CpeZACTBa 3aIIUThI TAaKOW HHPOPMALIUH.
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4. HaunoHaJIbHBII KOOPAMHALMOHHBIN LIEHTP 110 KOMIILIOTEPHBIM UHIIMIEHTaM OCYILLECTBIISIET CBOIO
JESTeNbHOCTh B COOTBETCTBUU C ITOJIOKEHUEM, YTBEPXKIAaEMbIM (pesiepanbHbIM OpraHOM MCIIOJHUTEIbHON
BJIACTH, YIOJHOMOYEHHBIM B oOyiacTH obecrieueHHs] (PyHKIIMOHUPOBAHHUSA TOCYIAPCTBEHHOH CHCTEMBI
OOHapyKeHMsl, TNpEeAyNpexIeHUs W  JUKBUAALMU  IOCIEACTBUM  KOMIBIOTEPHBIX aTak Ha
uHpopManroHHble pecypcsl Poccuiickoit @enepannu.

5. B rocymapcTBeHHOW cucTeMe OOHApYXEHMs, NPEAYNpPEXIeHUS WM JIUKBUAALMUU IOCIEACTBUN
KOMIIBIOTEPHBIX aTak Ha WH(pOpMalnnoHHbIE pecypchl Poccuiickoit denepannu oCcymecTBIsOTcs cOop,
HaKOIUICHHE, CHUCTEeMaTHU3alusi U aHajau3 MH(OpMaIUK, KOTOpas MOCTYNAeT B JAaHHYIO CUCTEMY 4epes
CpEICTBa, MpEeAHA3HAUYECHHbIE I OOHApY)KEHMsI, MNPEAYNPEXKACHUS U JUKBUJIALUUHU IMOCIEICTBUN
KOMIIBIOTEPHBIX ~ aTak, MHGQOpMAIMM, KOTOpas HpPEACTaBIseTCs  CyObEeKTaMH  KPUTHYECKOM
WHPOPMAIMOHHON ~ MHPPACTPYKTYpsl H  (efepadbHbIM  OpPraHOM  HCIIOJHHUTEIBHOM  BIACTH,
YIIOJIHOMOYEHHBIM B  o0OjacTh  oOecredyeHUs O€30HaCHOCTH  KPUTHUYECKOW  HMH(pOpMAIMOHHOMN
uHbpacTpykTypsl Poccuiickoit dexepannn, B COOTBETCTBUU C MEpeYHEM HWH(GOpPMAIMHM U B TOPSIKE,
orpenesnsseMbIMu  (eiepaJbHbIM OpPraHOM HCIIOJIHUTENBHONW BJIACTH, YIOJIHOMOYEHHBIM B 00JIaCTH
obecriedeHrss (PYHKIIMOHUPOBAHHS TOCYAAPCTBEHHOM CHCTEMBI OOHApYKEHUS, TNPEAYNPEKICHUS U
JUKBUAALMU TIOCIEACTBUI KOMIBIOTEpHBIX aTak Ha MH(OpMaluoHHble pecypcbl Poccuiickoit
@enepanuu, a TaKke WHPOPMALUHU, KOTOpask MOXKET TPEACTABIATHCS HWHBIMH HE SBISTFOIIUMUCS
CyObeKTaMH KpUTHUYECKOM HH(pOpMAIMOHHONH HMH(PACTPYKTypbl OpraHaMu W OpraHu3alMsIMU, B TOM
YKCJIe THOCTPAaHHBIMU M MEXKIYHAPOHBIMU.

6. ®enepanbHbI OpraH MCHOJHUTEIBHON BJIACTH, YINOJHOMOUYEHHBIH B 00jacTH obecredeHus
(YHKIMOHMPOBAHUSI TOCYIAapCTBEHHOW CHCTEMBbl OOHApPYKEHHS, NPEAYNPEKICHUS W JTHKBHIALNH
MIOCJIEJICTBUI KOMITBIOTEPHBIX aTak Ha MH(popMalMOHHbIE pecypcbl Poccuiickoit denepaniuu, opraHusyeT
B YCTaHOBJIEHHOM MM MOpsiiKe oOMeH nH(popMalueld 0 KOMIBIOTEPHBIX MHIIMIEHTaX MEXKIY CyObEeKTaMU
KpUTHYECKOH HMH(OpPMAMOHHOW HMH(PACTPYKTYphl, a Takke MeXIy CyObeKTaMH KPUTHYECKOM
nH(pOpPMaLMOHHOW HWHQPACTPYKTYpPhl W YIOJIHOMOYEHHBIMM OpraHaMH HWHOCTPAaHHBIX TIOCYJapCTB,
MEXIYHapOAHBIMU, MEXIYHAPOJHBIMU HENPABUTEIbCTBEHHBIMU OPraHU3alUsIMU WM HHOCTPAaHHBIMH
OpraHM3alMsIMH, OCYLIECTBISIIOIIMMU JIEATEIbHOCT B 00JAacTH pearupoBaHHs Ha KOMIIBIOTEPHbBIE
WUHIUICHTBHI.

7. IlpenocraBienne U3 rocyaapCTBEHHOM CUCTEMbI OOHAPYKEHHUS, IPEAYIPEKACHUS U JINKBUAALNUN
MOCJIEe/ICTBUIM KOMITBIOTEPHBIX aTak Ha MH(opMalroHHbIe pecypchl Poccuiickoit denepanyn cBeaeHuH,
COCTAaBJISIIOUIMX TOCYAAPCTBEHHYIO JINOO MHYIO OXpaHSEMYyI0 3aKOHOM TaiiHy, OCYILECTBISETCS B
COOTBETCTBHHU C 3aKOHOAaTenbcTBOM Poccuniickoit denepanuu.

Cratba 6. [MMonHomounsa [lpeampgeHTta Poccunckon Pepepaumum U oOpraHos
rocynapctBeHHou Bnactu Poccunckon @Pepepaumm B obnactm obecne4veHus
6e3onacHOCTM KpUTUYeCKom MHopmMaLMoOHHON MHMPACTPYKTYPbI

1. IIpesunent Poccuiickoit denepanuu onpenenser:

1) ocHOBHBIE HaAmNpaBlIEHUs TOCYAAPCTBEHHOW MOJMTUKH B 00yacTH oOecnedeHus Oe30MacHOCTU
KpUTHYECKON MH(POPMALITMOHHOW HHPPACTPYKTYPHI;

2) (denepanpHBIA OpraH HMCHOJHUTEIHLHON BJIACTH, YIOJHOMOYEHHBIH B 00JacTH OOECTICYCHHS
0e30macHOCTH KpUTHYEeCKON MH(POpMamoHHONW HHPpacTpyKTypbl Poccuiickoit denepannu;
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3) ¢denepanbHbIii OpraH MCHOJIHUTEIBHOW BIIACTH, YHNOJHOMOYEHHBIM B 00JacTu obOecredyeHus
(GYHKLIMOHMPOBAHUS TOCYIAapCTBEHHOW CHCTEMbl OOHApYXXEHMs, NPEAYNPEXKIEHUS U JHMKBHIALUH
MOCTIEICTBUI KOMIIBIOTEPHBIX aTak Ha WH(pOpMaIMOHHbBIE pecypchl Poccuiickoit @enepanny;

4) mopsAIOK CO3JAaHMSI U 3a/layll TOCYIapCTBEHHOW CHCTEMbl OOHApYKEeHHs, IPEIyNpeKIeHUs U
JUKBHUJIAIIUU TIOCJCICTBUH KOMIBIOTEPHBIX aTak Ha WHQPOPMAIMOHHBIE pecypchl Poccuiickoii
denepanuu.

2. IlpaButensctBOo Poccuiickoit denepaium ycTaHaBINBaET:

1) rmokazareau  KpPUTEPUEB  3HAYUMOCTH  OOBEKTOB  KPUTHUYECKOH  HMH(OPMALMOHHOU
MHPPACTPYKTYPHI U UX 3HAYCHUS, a TAKXKE MOPSAAOK U CPOKH OCYILECTBIICHUS HX KaTETOPHUPOBAHUS;

2) NopsAAOK OCYIIECTBICHUS FOCYJapCTBEHHOIO KOHTPOJIS B 00jacTu obOecrieyeHHus 0€30MacHOCTH
3HAYMMBIX 00BEKTOB KPUTUUECKOH MH(OPMAIIMOHHON HHPACTPYKTYPHI;

3) MOpAIOK MOATOTOBKA M HCIIOJIb30BAHMSI PECYpPCOB €IMHOM CETH 3IeKTpOocBs3u Poccuiickoit
®enepanyu i odectieyeHns QYHKIIMOHUPOBAHUS 3HAYUMBIX 00BbEKTOB KPUTHUECKOW WH(POPMALIMOHHOM

UH(PACTPYKTYPBHI.

3. @®enepanbHbIl OpraH HUCHOJHUTEIBHON BJIACTH, YIIOJHOMOYEHHBIH B 00ylacTu oOecreueHus
0€30MacHOCTH KpUTHYECKOU NH(GOpMaMOHHON HHPpacTpyKTyphl Poccuiickoit denepannu:

1) BHOCHUT MNpEJIOKEHUS O COBEPIICHCTBOBAHUM HOPMATHBHO-IIPABOBOTO pPETYIUPOBAHUS B
obmnactu oOecrieueHHs: O€30MaCHOCTH KpUTHYeckoi HHpopManmoHHONH HHpacTpykTypsl llpe3nneHnty
Poccuiickoit ®enepanuu u (unn) B [IpaBurensctBo Poccuiickoit denepannu;

2) yTBep)KAaeT MOPSIOK BEIEHUs peecTpa 3HAYMMBIX OOBEKTOB KPUTHUYECKON HH()OPMALMOHHON
MH(QPaACTPYKTYpHI U BEAET JaHHBIN peecTp;

3) yTBepxkaaeT GpopMy HampaBlIEHUs] CBEJCHUN O pe3yabTaTax MPUCBOCHUS OOBEKTY KPUTUYECKON
MH(OPMALIMOHHONW HHQPACTPYKTyphl OJHOW M3 KaTeropuil 3HAYUMOCTH JMOO 00 OTCYTCTBHH
HE00XO0AMMOCTH MPUCBOEHUS €My OJTHOW U3 TaKUX KaTeropuii;

4) ycTaHaBIMBaeT TpeOOBaHUS MO 00ECTICUCHUIO O€30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTUUYECKON
MH(OPMALMOHHOM UHPPACTPYKTYPbI (TpeGoBaHus 1o o0ecreyeHn o 6e30macHOCTH
WH(POPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIX CETEH, KOTOPHIM IMPHUCBOEHA OJIHA M3 KaTeTOPUil 3HAUNMOCTH
¥ KOTOpPbIE BKJIIOUEHBI B PEECTP 3HAUYUMBIX 00BbEKTOB KPUTHUECKON MH(POPMALIMOHHON UH(PACTPYKTYPHI,
YCTaHABJIMBAIOTCS MO0  COTJIACOBAaHHMIO C  (peepalbHBIM  OpPraHOM  HWCIIOJHUTENBHOW  BIIACTH,
OCYLIECTBISIOMMM (YHKIMM 1O BbIPAaOOTKE U peanu3alid TOCYJIapCTBEHHOW TOJIMTUKUA H
HOPMATHBHO-TIPABOBOMY PETYJIHPOBAHUIO B OOJIACTH CBSI3M), a TAK)KE TPEOOBAHMS K CO3/IaHUIO CHUCTEM
0€30MacHOCTH TaKUX 00BEKTOB U 0OECIeUeHUI0 X (YHKIIMOHUPOBaHUS (B OaHKOBCKOH cdepe U B MHBIX
cdepax pUHAHCOBOTO PHIHKA YCTAHABIMBACT yKa3aHHbBIC TPEOOBAHHMS 110 COTIIACOBAHMUIO ¢ LleHTpatbHBIM
6ankom Poccuiickoit denepanun);

5) ocymIeCTBISIET TOCYaPCTBEHHBIN KOHTPOJIh B 00JacTH oOecrieueHus: 0€30MacHOCTH 3HAYMMBIX
OOBEKTOB KPUTHUYECKOW HH(POPMAIMOHHOW WHPPACTPYKTYPHI, a Takke YTBepkaaeT ¢(opMy akrta
IMPOBEPKHU, COCTABIACMOTO 110 UTOT'aM IMPOBCACHUA YKA3aHHOI'O KOHTPOJIA.
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4. OenepalibHBII OpraH WCHOJHUTEIBHON BIACTH, YIOJTHOMOYEHHBIM B 00JIACTH OOeCIeYeHUs
(GYHKIIMOHUPOBAHUSI TOCYAAPCTBEHHOM CHUCTEMBl OOHApYXKEHUS, NPEAYNPEeKICHUS U JIMKBUAALUU
MOCIIEACTBHI KOMITBIOTEPHBIX aTak Ha WH(OpMannoHHbIe pecypchl Poccuiickoit denepanuu:

1) BHOCHUT MpEAJIOKEHHS O COBEPIICHCTBOBAHMM HOPMATHBHO-IIPABOBOTO PETYJIMPOBAHUS B
obmactu obecrieuyeHHss OE30MACHOCTH KPUTUYECKOH HMH(MOpMAMOHHON HHGpacTpyKTypsl [Ipesuaenty
Poccutickoit ®eneparuu u (nin) B [IpaBurensctBo Poccuiickoit denepanyu;

2) co31acT HaLII/IOHaJIBHBIfl KOOpl[I/IHaI_[I/IOHHBIf/i OCHTPp 110 KOMIIBIOTCPpHBIM HWHIOUACHTAM H
YTBEPXKAACT IIOJTOKEHUC O HEM;

3) KOOPIUHHUPYET AEATEIBHOCTh CYyOBEKTOB KPUTUYECKON MH(POPMAITMOHHONW MHPPACTPYKTYPHI 11O
BONPOCaM OOHApyKEHHs, TNPEIYNPEKICHUS M JMKBUIALUH TOCIEACTBUA KOMITBIOTEPHBIX aTaKk H
pearupoBaHMs HAa KOMITBIOTEPHBIC MHIIUICHTHI,

4) opraHu3yeT ¥ TPOBOAUT OLEHKY O0€30MacHOCTH KPUTHYECKOH  HMH(OpMannoHHON
UHPPACTPYKTYPHI;

5) ompenenser mnepedeHb UWHGOPMALMK, WPEACTABIIEMON B TOCYAApCTBEHHYIO CHCTEMY
OOHapyXeHHs, TPEAYNPESKIACHUS W  JIMKBUAANMHA  TOCIEACTBHA  KOMIIBIOTEPHBIX  aTrak  Ha
uHpopmanroHHble pecypchl Poccuiickoit denepanuu, v MOPSA0K €€ MpeCTaBICHUS;

6) yTBepXkaaeT MOpANOK HHGOPMHUpPOBaHHSA (eepaTbHOr0 OpraHa HCIOJHUTEIHHON BIIACTH,
YIIOTHOMOYEHHOTO B 00jactd obOecnedeHus (QYHKIMOHMPOBAHMS TOCYNAPCTBEHHOW CHCTEMBI
OOHapyXXeHHs, TPEAYNpPEKICHUS W  JUKBUAALWU  TOCICICTBUH  KOMIBIOTEPHBIX  aTak  Ha
uHpopMannoHHbIe pecypcsl Poccuiickoit denepaiinu, 0 KOMIbIOTEPHBIX MHLIUIACHTAX, pearupoBaHus Ha
HUX, TIPUHITHS MEp IO JUKBUJAINN TIOCIEACTBUN KOMITBIOTEPHBIX aTaK, NMPOBEJICHHBIX B OTHOIICHUH
3HaYMMBbIX OOBEKTOB KPUTHUECKOH MHPOpPMALMOHHOW UHDPACTPYKTyph! (B OaHKOBCKON chepe U B MHBIX
chepax (UHAHCOBOTO pPHIHKA YTBEPXKIACT YKa3aHHBIA MOPSAIOK IO COTJIACOBaHWIO ¢ LleHTpanbHBIM
6ankoM Poccuiickoit denepanun);

7) yTBepKIaeT mopsoK oomMeHa nHpopmalued 0 KOMIBIOTEPHBIX WHIIUJEHTAX MEXITY CYObeKTaMu
KpUTHYECKON MH(DOPMALIMOHHON HH(PACTPYKTYPHI, MEXKAY CYOBEKTaMU KpUTHUYECKOM MH(DOPMAIIMOHHOM
MHPPACTPYKTYypbl W YIOJIHOMOYEHHBIMH OpraHAMU WHOCTPAHHBIX TOCYIAApCTB, MEXIYHAPOJIHBIMU,
MEXIYHAPOAHBIMH HEMPABUTEIbCTBEHHBIMU OpPraHU3AlMsIMU W WHOCTPAHHBIMU  OPTaHHU3ALHUAMH,
OCYILIECTBISIOUIMMH JIEATEIbHOCTh B 00JIACTH pearpoBaHUs Ha KOMIBIOTEPHbIE MHIIMJIEHTHI, a TaKKe
MOPSAIOK TIOMYYEHHUS] CYyObEeKTaMH KpUTHYECKOW WH(GOPMAIMOHHOW HHQPPACTPYKTYpbl HMHGPOPMAIUU O
CpeacTBaX M croco0ax IMpPOBEIEHUS KOMIBIOTEPHBIX aTak M O METOoJaX HX MpEeAyNpexaAeHHUs u
oOHapy KEeHHUS,

8) opraHuzyeT YCTaHOBKY Ha 3HAQUYUMBIX OOBEKTaX KPUTHYECKOH HWHGOPMAIIMOHHON
UHOPACTPYKTYPHI U B CETAX DIIEKTPOCBSI3U, UCMONB3YEMBIX JUISl OPTaHU3AIMH B3aUMOICHCTBUSI 0OBEKTOB
KpUTUUYECKOW HWH(GOPMAIIMOHHOW HH(PPACTPYKTYPHI, CPEACTB, MPEAHA3HAYEHHBIX MJIsi OOHAPYKEHUS,
MpEeAYNPEXKACHUS U TUKBUAALMHI TOCIEICTBUM KOMIIBIOTEPHBIX aTaK U PEarupoOBaHUs HA KOMITbIOTEPHbIE
WHIIAJICHTHI;

9) YCTaHaBJIMBACT TpC6OBaHI/IH K cpeacTBam, npeaHa3HAaYCHHBIM JJIA O6H3.py>I(CHI/ISI,
NpeaAynpCKACHUA U JIMKBUOAINNU HOCJ'IeJICTBI/Iﬁ KOMITBIOTCPHBIX aTaK U pE€arupoBaHUs Ha KOMIIBIOTCPHBIC
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WHITAICHTHI,

10) yTBepkmaeT TMOPSIOK, TEXHUYECKHUE YCJIOBUS YCTAHOBKM U OKCIUTyaTalldd CPENCTB,
MpeIHA3HAYEHHBIX JJIsi OOHAPYKCHHUS, TIPSAYIPEHKACHUS U JTUKBUIAIMH MOCICICTBUN KOMIIBIOTEPHBIX
aTaK U pearupoBaHMs HA KOMIBIOTEPHBIEC MHIIUACHTBHI, 32 UCKIIOUYECHUEM CPEJCTB, MPeJHA3HAYCHHBIX IS
MOWICKA TMPU3HAKOB KOMIBIOTEPHBIX aTaK B CETSIX JJIEKTPOCBSI3U, HCIIOJIB3YEMBIX IS OpPTraHU3AINH
B3aUMOJICHCTBUS O0BEKTOB KPUTHIECKON WH(DOPMAITMOHHOM MHPPACTPYKTYPHI (B OaHKOBCKOH cepe u B
UHBIX cdepax (UHAHCOBOTO PBIHKA YTBEPXKIACT YKa3aHHBIC TMOPSIOK U TEXHUYECKHE YCIOBHUS TIO
coriacoBanuto ¢ LlenrpansubiM 6ankoM Poccuiickoit deneparun).

5. ®denepanbHBI OpTaH HCIOJHUTEIHHON BIIACTH, OCYLIECTBISIOMMNA (YHKIUU 1O BBIPAOOTKE U
peau3alnuy rocyAapCcTBEHHOW MOMUTUKH U HOPMAaTUBHO-TIPAaBOBOMY PETYIMPOBAHHUIO B 0OJACTH CBSI3H,
YTBEPXKIACT TI0 COTIACOBAHHIO ¢ (peiepaibHbIM OPTaHOM HMCIIOTHUTENFHON BIIACTH, YIIOJTHOMOYEHHBIM B
obnactu obecrieyeHus (HyHKIIMOHUPOBAHUS TOCYJAPCTBEHHOM CUCTEMbI OOHAPYKEHHUS, TIPEAYTPEKIACHUS
W JIMKBUJAIMHA TIOCIEACTBHA KOMITBPIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE pecypchl Poccuiickoii
®denepaunu, MOPSAOK, TEXHUUECKUE YCIOBUS YCTAHOBKHM M IKCILTyaTallMM CPEJCTB, IPEIHA3HAYEHHBIX
JUISL TIOMCKA IIPU3HAKOB KOMITBIOTEPHBIX ATAK B CETAX JJIEKTPOCBA3M, UCHOJIB3YEMBIX ULl OPraHHU3aLUU
B3aMMOJICHCTBUS OOBEKTOB KpUTHYECKOM MH(DOPMALIMOHHON UHPPACTPYKTYPHI.

Cratba 7. KarteropupoBaHMe OOBLEKTOB KPUTUYECKON UHGOpPMaALMUOHHOW
MHJPaACTPYKTYpbI

1. KareropupoBanue o0OBEKTa KPUTHUECKOH HH(POPMAIMOHHON HHQPPACTPYKTYPHI MPEACTABIISICT
co00if yCTaHOBJIEHHE COOTBETCTBHUSI OOBEKTa KPUTUYECKOW HWH(DOPMALMOHHOW WHEGPACTPYKTYpPHI
KpUTEpPUSAM 3HAYUMOCTH U TIOKa3aTelsiM WX 3HAYCHWH, MPUCBOCHHE €My OJHOM M3 KaTeropui
3HAYUMOCTH, TPOBEPKY CBEICHUM O Pe3yJIbTaTax €€ MPUCBOCHHUS.

2. KateropupoBaHue OCYILECTBIISETCS UCXOAS U3:

1) counanbHON 3HAYMMOCTH, BBIPAKAIOIIEHCS B OLEHKE BO3MOXHOIO yIiepOa, MpUYUHSEMOIO
KU3HU WU 3J0POBBIO JIIOEH, BO3MOXKHOCTHU TPEKpAIICHHUs WIM HapylleHUus (QYHKIHMOHUPOBAHUS
00BEKTOB 0OeCIeYeHUs KU3HEACATEIbHOCTH HACEIEHUS, TPAHCIIOPTHOM MH(PPACTPYKTYphI, CETeN CBSI3H,
a TaKKe MAKCHMAJIbHOM BPEMEHHM OTCYTCTBHUS AOCTYNAa K IOCYJApCTBEHHOM YCIyre Il MOJIy4aTelen
TaKOW YCIIyTH;

2) MOJUTHUYECKONW 3HAYMMOCTH, BBIPAXKAIOLICICS B OILEHKE BO3MOKHOTO NPUYMHEHHS YyliepOa
uHrepecaM Poccuiickoit @enepanyu B BOIPOCaX BHYTPEHHEN U BHEIHEH ITOJIUTUKY;

3) PKOHOMHYECKOW 3HAYMMOCTH, BBIPAXKAIOMIEHCS B OIEHKE BO3MOKHOTO MPUYHHEHHS TPSMOTO U
KOCBEHHOTO yIiepba cyObeKTaM KpUTHUECKOW MH(POpMAlMOHHON MH(PACTPYKTyphl U (Win) OroJpKeTam
Poccuiickoit denepanuu;

4) JKOJIOTHYECKOM 3HAYUMOCTH, BBIpa)KaIOHlCﬁCH B OLCHKC YPOBHA BO3JICHCTBUS Ha OKpPYZKaromyro
cpeny;

5) 3HaUMMOCTH OOBEKTa KPUTHUECKOW WH(POPMALMOHHOM HHQPACTPYKTYpHI Ul obOecreueHus
00OpOHBI CTpaHbl, 6€30MACHOCTH FOCYAApCTBA U MPABOMOPSAKA.
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3. YcraHaBiIMBaKOTCS TPU KAaTErOPUM 3HAYMMOCTH OOBEKTOB KPUTHUECKOW HH(MOPMAIIMOHHON
UH(PACTPYKTYPHI - IEpBasi, BTOpasi U TPETHS.

4. CyObeKThl KpUTHYECKOW HMH(OPMAIMOHHONH HMH(PACTPYKTYPhl B COOTBETCTBHH C KPUTECPUSIMH
3HaYMMOCTH M TIOKa3aTeJIMU MX 3HAa4eHUH, a TakXKe IMOPSIKOM OCYIIECTBIECHHUS KaTeropHpOBaHUS
MPUCBAUBAIOT OJHY M3 KAaTETOPHI 3HAYMMOCTH MPHUHAJICKAIIMM UM Ha MpaBe COOCTBEHHOCTH, apEH/IbI
WIA MUHOM 3aKOHHOM OCHOBaHMM OOBEKTaM KPUTHYECKOM HMH(pOpMalMOHHON HMH(pacTpyKTypbl. Eciu
00BEKT KPUTHYECKOH MH(OPMAIIMOHHONW MH(PACTPYKTYphl HE COOTBETCTBYET KPUTEPUSM 3HAUYUMOCTH,
[OKa3aTessIM 3TUX KPUTEPUEB U UX 3HAUCHUSIM, EMY HE IPUCBAUBACTCSA HU OJIHA U3 TAaKUX KaTEropui.

5. Cmemenuss 0 pe3yiabTarax NPUCBOCHUS OOBEKTY KPUTHYECKOH  HMH(MOPMAIIMOHHON
MHOPACTPYKTYPhI OJHON U3 KAaTeropui 3HAYMMOCTH JIMOO 00 OTCYTCTBUU HEOOXOIUMOCTH NPUCBOCHHUS
€My OJHOH W3 TaKuX KaTeropuil CyOBEKTBl KPUTHUECKOW HH(POPMAIMOHHON WHQPPACTPYKTYPH B
IIUCBMEHHOM BHUJE B JECATUIHEBHBIA CPOK CO JHA NPUHATUS HMMH COOTBETCTBYIOUIETO PEILEHUS
HAmNpaBISIOT B (pefepasibHBId  OpraH HMCIOJHUTENFHOW BIIACTH, YIOJIHOMOYEHHBIM B 001acTu
obecriedeHuss  0€30MaCHOCTH  KPUTUYECKOH  MH(pOpMalumoHHOW  uHOpacTpykTypsl  Poccuiickoit
deneparnyn, 0 yTBEPKACHHON UM Gopme.

6. ®enepanbHbI OpraH MCIOJHUTEIBHON BJIACTH, YINOJHOMOUYEHHBIH B 00jacTu obecredeHus
0€30macHOCTH  KPUTHYECKOH wuH(pOpManMoHHOH wuHppacTpykTypsl Poccuiickoii ®enepanmu, B
TPUALIATUIHEBHBIA CPOK CO [JHS IOJY4YEHMsI CBEICHMM, yKa3aHHBIX B 4YacTHM 5 HACTOSILIEH CTaThHy,
IpoBepsieT COOJIOJEHUE NOpSAAKAa OCYLIECTBICHHUS KaTErOpUpOBaHUS W IPaBUIBHOCTh IPUCBOCHUS
O00BEKTY KPUTHYECKOH HH(OpMAIMOHHONW HHQPPACTPYKTYpbl OAHON M3 KaTeropuil 3HAYMMOCTH JHOO
HEIIPUCBOEHUS €MY HU OJTHOM M3 TAKUX KaTErOpHUil.

7. B cnydae, ecnu CyOBEKTOM KPUTHYECKOH HH(POPMALMOHHOW MH(PACTPYKTYpHl COOINIONIEH
MOPSAZIOK OCYIIECTBIIEHUS KaTErOPUPOBaHUS U MPUHAJIEKAIIEMY €My Ha MpaBe COOCTBEHHOCTH, apEH/Ibl
WA UHOM 3aKOHHOM OCHOBAaHUH OOBEKTY KPUTUUYECKON MH(POPMALIMOHHON HHPPACTPYKTYpbl IPAaBUIBHO
IIPUCBOEHA OJHA U3 KaTeropuil 3HAaYUMOCTH, (enepanbHblii OpraH HCHOJHUTEIBLHOM BJIACTH,
YIIOJIHOMOYEHHBIH B oOsacTu  oOecredeHuss 0€30MacCHOCTH  KPUTHYECKOW  HMH(OpMAIMOHHON
uHppacTpykTypsl Poccuiickoii ®enepanyiv, BHOCUT CBEACHHMSI O TaKOM OOBEKTE KPUTUYECKOU
MHGOPMALIMOHHON HMH(QPACTPYKTYpPBl B PEECTp 3HAUYMMBIX OOBEKTOB KPUTHYECKOH HH(pOpMAIMOHHOMN
UHQPACTPYKTyphl, O YeM B JIECATUIHEBHBIH CpPOK YyBEAOMJSETCS CYOBEKT KPUTHYECKOM
MH(POPMALMOHHON HHPPACTPYKTYPHI.

8. B ciyuae, ecnu (eaepalbHbIM OPraHOM HCIOIHHUTENBHOM BIACTH, YIIOJIHOMOYEHHBIM B 001aCTH
obecriedeHnss  0€30MAaCHOCTH  KPUTHYECKOH  HMH(pOpMalmoHHOW  MHppacTpykTypsl  Poccuiickoii
@enepanvy, BBISABIECHB HApYIICHUS MOPSAKA OCYILIECTBICHUS KaTErOpUpoBaHUS W (WIH) OOBEKTY
KpUTHYECKON MHPOPMALMOHHOW HHPPACTPYKTYPHI, IPUHAIEKAIEMY Ha ITpaBe COOCTBEHHOCTH, apEeH/IbI
WIM WHOM 3aKOHHOM OCHOBAaHUU CYOBEKTY KPUTHUECKONM HHPOPMAIMOHHON HHQPACTPyKTYypHl,
HEMpPaBUJIBHO NMPHCBOCHA OJIHA M3 KaTErOpHi 3HaYMMOCTH U (WJIM) HEOOOCHOBAHHO HE MPHCBOCHA HU
OJlHa U3 TaKUX Kareropuil u (WiM) cyObEeKTOM KPUTHUECKONH HHGOPMAIMOHHON HHQPACTPyKTyphI
IIPE/ICTABJICHbl HEMOJIHbIE W (WJIM) HEJAOCTOBEPHBIE CBENEHUSA O pe3yJbTaTaX MPUCBOCHHUS TaKOMY
O0BEKTY KPUTUYECKON MHPOPMAIIMOHHON MHPPACTPYKTYpPHl OJHON M3 KaTeropuil 3Ha4MMOCTH 100 00
OTCYTCTBMHM HEOOXOIMMOCTH MPHUCBOCHHS €My OJHOM M3 TakuxX KaTeropuil, ¢enepanbHblii OpraH
WCIIOJIHUTENILHON BIIACTH, YIIOJHOMOYEHHBIM B oOsiacTu obecriedyeHUs 0€30MacHOCTH KPUTHYECKOU
uHpopManMoHHON uHppacTpykTypsl Poccuiickoit dexepanuu, B AECATUAHEBHBIH CPOK CO JHS
MOCTYIUIEHHUS MPEACTABIEHHBIX CBEICHHUM BO3BpAlllaeT UX B MUCHMEHHOM BHJE€ CYOBEKTY KPUTUUYECKOU
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MH(POPMAMOHHON HH(PPACTPYKTYPHI C MOTUBUPOBAHHBIM OOOCHOBAHHEM IPUYMH BO3BpATA.

9. CyObeKkT KpUTHYECKOW  HMHGOPMAIIMOHHOW  HMH(PPACTPYKTYpHl  TOCIE  IOJTy4YeHUs
MOTHBUPOBAHHOTO 0OOCHOBAaHUS NMPUYUH BO3BpATa CBEICHUH, YKa3aHHBIX B YacTHU 5 HACTOSAIICH CTaThH,
He OoJjiee 4yeM B JIECATUAHEBHBIH CPOK yCTpaHSET OTMEUEHHbIE HEIOCTAaTKH M MOBTOPHO HAIpPAaBIISIET
Takue CcBeleHUs B (enepanbHBId OpraH WCIOJTHUTEIBHOW BIIACTH, YIOJHOMOYCHHBIH B oOjacTu
oOecrieueHrss  OE30MAaCHOCTH  KPUTHYECKOW  MH(pOpManuoHHONM  HMHPPACTpYKTypel  Poccuiickoii
denepanuu.

10. CsenmeHuss 00 OTCYTCTBUHM  HEOOXOJMMOCTH  IPUCBOEHHUS  OOBEKTYy  KPUTHUECKOH
MHPOPMALIMOHHON HWHQPPACTPYKTYpPHl OJHOM W3 KaTeropuil 3HAYMMOCTH TIOCIE€ HX IPOBEPKHU
HanpaBisIOTCAd  (peiepanbHbBIM  OPraHOM  HUCIIOJIHUTENIBHOW BJIACTH, YIOJHOMOYEHHBIM B 001acTu
obecriedeHrsi  0€30MAaCHOCTH  KPUTHYECKOH  HMH(POpPMAalMOHHOW  MHGpacTpyKTypsl  Poccuiickoii
denepanyy, B rocyJapCTBEHHYIO CUCTEMY OOHAPYKEHUS, IPEAYIPEXKACHUS U IMKBUJALMN [TOCIIEICTBUM
KOMIIBIOTEPHBIX aTak Ha WH(pOpPMaMOHHEBIE pecypchl Poccuiickoit denepannu, 0 4eM B JECSITHIHEBHBIN
CPOK YBEAOMIIETCS CyOBEKT KpUTHUECKOH MH(OpMALIMOHHON HH(PACTPYKTYpHI.

11. B cnyyae HempencTaBleHHS CYOBEKTOM KPHUTHYECKOH HH(POPMALMOHHOW HHOPACTPYKTYPHI
CBEICHMI, YKa3aHHBIX B YaCTH 5 HACTOALICH cTaThH, (efepanbHBbI OpraH HMCHOJHUTEIBHOW BIACTH,
VIIOJJHOMOYCHHBI B oOnmactm  oOecriedeHHss OC30MACHOCTH  KPUTHYECKOH  HH(POPMAIIMOHHOM
unppactpyktypsl Poccuiickoit denepanuu, HampaBiseT B apec yKazaHHOro cyObekTa TpeOOBaHUE O
HEOO0XOAUMOCTH COOIIOZCHNUS TIOJI0KESHN HACTOAIICH CTaThU.

12. Kareropuss 3HaUMMOCTH, K KOTOpOHl OTHECEH 3HAYUMbI OOBEKT KPUTHYECKOM
MH(OPMALIMOHHONW HUHQPACTPYKTYphl, MOXET ObITh H3MEHEHa B MOpPSAKE, NPEAYCMOTPEHHOM JUIs
KaTEerOpUpOBaHus, B CICAYIOIUX CIydasX:

1) no MOTMBUPOBaHHOMY pELIEHUIO (eAepalbHOIO0 OpraHa MCIOJIHUTEIbHOW  BJIACTH,
YIIOJIHOMOYEHHOT0 B obOnmactu  oOecrieueHMss O€30MacCHOCTH  KPUTHUYECKOM  MH(OpMaIMOHHOMN
uHppactpykTypsl Poccuiickoii ®enepanuu, NpUHATOMY MO pe3ysibTaTaM HpPOBEPKU, IMPOBEICHHOW B
paMKax OCYIIECTBJIEHUS FOCYJapCTBEHHOI'O KOHTPOJIS B 06JacT obecredeHus: 6e301MacHOCTH 3HAaUUMBIX
00BEKTOB KPUTUUYECKON NH(POPMALIMOHHONW HH(PACTPYKTYPHI;

2) B ciyyae M3MEHEHHs 3HAYMMOIo 00beKTa KpUTHUECKOH MH(pOpMaMOHHON MH(PaCTPYKTYyphl, B
pe3ysibTaTe KOTOPOro TakoW OOBEKT MepecTall COOTBETCTBOBATh KPUTEPUSAM 3HAUMMOCTH U NOKAa3aTeNIsIM
UX 3Ha4eHUH, Ha OCHOBAHUHU KOTOPBIX eMy Oblja MPUCBOCHA ONpeIeeHHas KaTeropysi 3HaUUMOCTH;

3) B cCBf3M C JMKBUAALMEW, peopraHuzanuell cyObeKkTa KpUTHYeCKOW HHGOpMAalMOHHON
UHPACTPYKTYPHI U (WIM) U3MEHEHHEM €ro OpraHu3allMOHHO-TIPAaBOBOM (OPMBI, B Pe3yiIbTaTe KOTOPBIX
ObUTM U3MEHEHBI JIN0O yTpaueHbl MPU3HAKN CYObEKTa KpUTHUECKONH HH(OPMAIITMOHHON HHPPACTPYKTYPHI.

Cratba 8. PeecTp 3Ha4YuMbIX OOBEKTOB KPUTUYECKOW WHMDOPMaALMOHHOWN
MH(paCTPYKTYpbI

1. B menmsx ydera 3HAUMMBIX OOBEKTOB KPUTHUECKOW HHMOPMAIIMOHHONW WHPPACTPYKTYPHI
(dbenepaibHBIN OpTraH UCIIOTHUTEIBHON BJIACTH, YIIOJTHOMOYEHHBIN B 00J1acTH 00ecreueHnst 0€30MacHOCTH
KpuTHYecKoi HH(popMalnoHHON uHppacTpykTypsl Poccuiickoit deneparuu, BeeT peecTp 3HAUUMBIX
00BEKTOB KPUTHYECKON MH(OPMALIMOHHON UHPPACTPYKTYpPHI B YCTAaHOBJIEHHOM UM mopsake. B naHHbIH
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PEECTp BHOCATCS CIIEYIOIINE CBEACHUS:
1) HamMeHOBaHNE 3HAYUMOT'0 00BEKTa KPUTHUECKON HH(OPMALMOHHON HHPPACTPYKTYPHI;
2) HaMMEHOBaHUE CYOBEKTa KPUTHUECKOM MHPOPMALIMOHHON HHPPACTPYKTYPHI;

3) cBeaeHHs O B3aUMOJCHCTBUM 3HAYMMOIO OOBEKTa KpPUTHUYECKOW HHGOpMaLUOHHON
UHPPACTPYKTYPHI U CETEH IIEKTPOCBS3HU;

4) cBeneHUs O JHIE, SKCIUTYaTHPYIOIIEM 3HAYMMBIH OOBEKT KPUTHYECKOW HH(OpMAnnOHHON
UHPPACTPYKTYPHI;

5) kareropus 3HAYUMOCTH, KOTOpas IPUCBOEHA 3HAYUMOMY OOBEKTY KPUTHYECKOH
MH(POPMALIMOHHON HHPPACTPYKTYPHI;

6) cBeZICHUS O IPOTPAMMHBIX M IPOTPaMMHO-AIIAPATHBIX CPECTBAX, UCIIOIb3yEMbIX Ha 3HAYMMOM
00BEKTE KPUTUYECKON MH(POPMAITMOHHONW HHPPACTPYKTYPHI,

7) Mepbl, NpuUMeHseMble s oOecrneyeHus Oe30lacHOCTH 3HAYMMOIo OOBEKTa KPUTUYECKOH
MH(POPMAIMOHHON HHPPACTPYKTYPHI.

2. CBeneHust U3 peecTpa 3HAUMMBIX OOBEKTOB KPUTHUECKOW MH(POPMALMOHHOW MHPPACTPYKTYPHI
HalpaBJIIOTCS B TOCYJApCTBEHHYIO CHUCTEMY OOHapyXeHHs, NpeIyNpexIeHUus | JUKBUIALMU
MOCIIEACTBUI KOMITBIOTEPHBIX aTak Ha nH(opMannoHHbIe pecypchl Poccuiickoit denepanuu.

3. B cnyuyae yTpaThl 3HaYUMBIM OOBEKTOM KPUTHUECKONM HMH(POPMALIMOHHOW HHQPACTPYKTYpbI
KaTeropuu 3HAYUMOCTH OH HCKIouaercs (efepaabHbIM OpPraHOM  HCIIOJHUTENbHOM — BIIACTH,
YIOJHOMOYEHHbBIM B o0mactu  obOecrieyeHus: 0O€30IaCHOCTHM  KPUTHUYECKOW  HHQOpPMaIMOHHOM
uHpacTpykTypsl Poccuiickoit ®dexepaumu, u3 peecTpa 3HAUYUMBIX OOBEKTOB KPUTHYECKOMH
MH(}OPMaLMOHHON UHPPACTPYKTYPHI.

Cratba 9. lpaBa M 06s13aHHOCTU CYOBLEKTOB KpUTU4YECKOM WHGOPMaLUOHHOU
MHPACTPYKTYPbI

1. CyOBeKTsl KpUTHUECKOM HH(pOpMAIMOHHON HH(PACTPYKTYpPhl UMEIOT MIPABO:

1) mony4ars oT ¢enepanbHOrO0 OpraHa HCIOJHUTENBHOM BIIACTH, YIOJIHOMOUYEHHOrO B oO01acTu
obecriedeHns:  0€30MAaCHOCTH  KPUTUYECKOH  HMH(OpManmoHHOW  uHpacTpykTypel  Poccuiickoit
Oenepanun, WHOOPMAINIO, HEOOXOAUMYIO [JIsi OOECHEYeHHs O€30MaCHOCTH 3HAYMMBIX OOBEKTOB
KpUTHYECKOH HH(POPMAITMOHHOW HH(PPACTPYKTYphl, NPUHAAIESKAIIUX UM Ha HpaBe COOCTBEHHOCTH,
apeHJpl WIM MHOM 3aKOHHOM OCHOBaHUHM, B TOM 4ucie 00 yrpo3ax 0e30macHOCTH 00pabaTbiBaeMoii
TaKUMH OOBEKTaMH HH(POPMALUMU M YA3BUMOCTH IPOrPAaMMHOIO oOecredyeHus, oO0OpYyIOBaHUS U
TEXHOJIOTHUH, HCIIOJIb3YEMBIX Ha TaKHX O0BEKTaX;

2) B TOpAIKE, YCTAaHOBJIEHHOM  (efepaJbHbIM  OpPraHOM  HCIIOJHHUTEIbHOM  BIJIACTH,
YIOJHOMOYEHHBIM B oOjactu oOecniedeHus (GYHKIIMOHMPOBAHUS TOCYAApCTBEHHOW CHCTEMBbI
OOHapyXXeHMs, TMPEAyNpexJIeHUs W  JUKBUAALMU  MOCIEICTBUM  KOMIBIOTEPHBIX  aTrak Ha
uH(popmaloHHbIe pecypchl Poccuiickoit denepanuu, noinydars OT yKa3aHHOTO OpraHa MHQOpMAaIio o
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CpeICTBaX W CIOCO0axX MPOBEICHHS KOMITBIOTEPHBIX aTak, a TAKKe O METOJaX MX MPEayNpeKICHUS H
0OHapYyKECHHS;

3) mpu Hanmuuyuu cornacus (eaeparbHOrO0 OpraHa WCHOJHHUTEIbHON BIACTH, YIIOJIHOMOYEHHBIM B
obsact obecriedeHus: (PyHKIIMOHUPOBAHUS FOCYJapCTBEHHON CHCTEMBbl OOHAPY)KEHUS, PEAYIPEKICHHS
U JIUKBUJALMW TIOCIIEACTBUH KOMIBIOTEPHBIX aTaKk Ha HWH(POpPMALMOHHBIE pecypchl Poccuiickoit
@enepanuu, 3a CBOM cueT HpUOOpeTaTh, apeH]OBaTh, YCTAHABIMBAaTh M OOCIY)XHBaThb CpE/CTBa,
npeJHasHauYeHHbIE JUIsI OOHAPY)KEHUS, NMPENyNPEKICHUS W JIMKBUIAIMHA MOCIEICTBUI KOMIBIOTEPHBIX
aTaK ¥ pearnpoBaHMs Ha KOMIIBIOTEPHbBIE MHIIUICHTHI,

4) pa3pabarbiBaTh U OCYIIECTBISITH MEPONPUATHS TIO OOCCICUCHHUIO OE30MacHOCTH 3HAYUMOTO
00BEKTa KPUTHUECKON HHPOPMAIIMOHHON HHPPACTPYKTYPHI.

2. CyOBexTsl KpuTHYeCKOi HH(DOPMAIIMOHHON HH(PPACTPYKTYpPBI 00sI3aHBI:

1) He3amennuTENbHO HMHPOPMHUPOBATH O KOMIBIOTEPHBIX WHIUACHTAX (enepanpHblii opran
UCIIOJIHUTEJIBHON  BJAacTH, YIOJIHOMOYEHHBIM B  oOmactu  oOecriedeHHs  (PYHKIIMOHHUPOBAHUSA
rOCy/IapCTBEHHOM  CHUCTEMBbl  OOHApYXEHHUS, MNPEAYNPESKIACHUS W  JUKBUIAIMM  TOCIEACTBUN
KOMIIBIOTEPHBIX aTak Ha MHQpopManuoHHble pecypcbl Poccuiickoit ®enepaunu, a takxke LleHTpanbHbIil
O6ank Poccuiickoit ®enepauuu (B choydae, e€ciId CYOBEKT KPUTHYECKOH HHGOpMAalMOHHON
MHPPACTPYKTYPHI OCYHIECTBISET ACATEIHHOCTh B OAHKOBCKOW cepe M B MHBIX chepax (HUHAHCOBOTO
pPBIHKAa) B YCTAHOBJIICHHOM YKa3aHHBIM (elepalibHbIM OPTaHOM MCIIOJHUTEIBHON BIACTH MOpAIKe (B
0aHKOBCKOW cdepe u B MHBIX cdepax (PUHAHCOBOTO PHIHKA YKa3aHHBIA MOPSIOK YCTAaHABJIHUBACTCS IO
cornacoBanuto ¢ LlentpansabiM 6ankoM Poccuiickoit deneparun);

2) oka3blBaTh COJAEUCTBUE OJKHOCTHBIM JIMLaM (helepaJbHOr0 OpraHa UCIOJHUTEIbHON BIACTH,
YIIOJIHOMOYEHHOT0 B  o0yacT  obecniedeHUs: (YHKIMOHMPOBAHUS TOCYIAPCTBEHHOM  CHCTEMBbI
OoOHapyXeHMsl, MpeaAynpexAeHUs U JHMKBUAAIMM  MOCIEACTBUM  KOMIIBIOTEPHBIX  aTak  Ha
uHpopMalnoHHbIe pecypcebl Poccuiickoit deneparum, B 0OHApYKEHUH, TPEAYIPEKICHUHN U TUKBUAALUN
MOCJIEACTBUM KOMITbIOTEPHBIX aTaK, YCTAHOBJIEHUU MPUYUH U YCIOBUN BO3HUKHOBEHUS KOMIIBIOTEPHBIX
WHIUICHTOB;

3) B cilydyae YCTaHOBKM Ha OOBEKTaxX KpUTHYECKON HMH(OpPMallMOHHOW MH(PACTPYKTYphl CPEICTB,
IpeJHa3sHAuYeHHbIX I OOHApYyXEeHMs, NPEeAYNPEekIEeHUS U JUKBUAALMUHN MOCIEACTBUN KOMITBIOTEPHBIX
aTaKk M pearupoBaHUsl Ha KOMIIBIOTEPHBbIE MHIMIEHTHI, OOECIeUnBaTh BBIIIOJHEHUE MOPAJIKA,
TEXHUYECKHUX YCIOBUH YCTAHOBKH U IKCIUTyaTallMM TaKUX CPEJCTB, UX COXPAHHOCTb.

3. CyOwekTbl KpuTHYecKOW WHGOPMAIMOHHON HMH(PPACTPYKTYphl, KOTOPHIM Ha IpaBe
COOCTBEHHOCTH, apeH/bl MM MHOM 3aKOHHOM OCHOBAaHMM TPHHAUIEKAT 3HAYMMBIE OOBEKTHI
KpUTHYECKOH HMH(OPMAIMOHHOW HMH(PACTPYKTypbl, HapsAAy C BBIIOJHEHHEM 00s3aHHOCTEH,
MPEYCMOTPEHHBIX YaCThIO 2 HACTOSIIEH CTaThU, TAK)KE 00s3aHbI:

1) cobmomate TpeboBaHUsA MO oOecreueHnt0 0e30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOM
MH(POPMALMOHHON MHPPACTPYKTYPhI, YCTAHOBJICHHBIE (pe/iepalbHbBIM OPraHOM HCIIOJHUTEIBHOM BIIACTH,
YVIOJHOMOYEHHBIM B  o0nacth  obOecrieyeHus: 0€30IMaCHOCTH  KPUTHUYECKOW  HH(POpPMAIMOHHOM
uHpacTpykTypsl Poccuiickoit deneparmu;

2) BBINOJHATH NPEANUCAHUS JOJKHOCTHBIX JIUI (peiepaJbHOr0 opraHa MCHOJHUTENbHOM BIACTH,
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VIIOJTHOMOYEHHOT0 B obnmactu  oOecrieueHHst 0€30MAaCHOCTH  KPUTHUYECKOH  HMH(OpMAIMOHHOMN
uHppacTpykTypbl Poccuiickoit ®enepanuu, 00 yCTpaHEHWHM HApYIIEHUH B YacTH COOIIOACHUS
TpeOoBaHMH 1O obOecneueHHIo Oe30MacHOCTH 3HAYMMOTO OOBEKTa KPUTHYECKOH HH(OpMaIMmOHHON
UHOPACTPYKTYPHI, BbIIAHHBIE STUMU JIML[AMU B COOTBETCTBHM CO CBOEH KOMIIETEHIIMEH;

3) pearupoBaTh Ha KOMITbIOTEPHbIE MHIIUACHTHI B MOPSIKE, YTBEPKIAECHHOM (heZiepaibHbIM OpraHOM
UCIIOJIHUTENIBHOM ~ BJIACTH, YIOJHOMOYEHHBIM B  oOjactu  obecriedyeHUs  (QYHKIMOHUPOBAHUS
TOCYJapCTBEHHON  CHCTEMBl  OOHApY>KEHHs, MPEAyNpeKACHUS W  JIMKBUIAIMH  TOCIEACTBUI
KOMITBIOTEPHBIX aTak Ha MHGOpManuoHHbIe pecypcbl Poccuiickoit ®exepanuu, TpUHUMATh MEPHI MO
JUKBHUJIAIIUU TIOCIICJICTBHI KOMIBIOTEPHBIX aTaK, MPOBEICHHBIX B OTHOIICHWU 3HAYMMBIX OOBEKTOB
KpUTHYECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI;

4) obecnieunBaTh OECHPENSATCTBEHHBIH JOCTYN IOJDKHOCTHBIM JHIIaM (heJepalibHOrO OpraHa
UCTIOJHUTEJIBHOW BIIACTH, YMOJHOMOYEHHOIo B o0Ojactu oOecrneyeHHus Oe30MacHOCTH KPUTHYECKOH
nHpopManMOHHON HMHpacTpyKTypsl Poccuiickoii @enepannu, K 3HAYUMBIM OOBEKTaM KPHUTUYECKOM
MHGOPMALMOHHON MHQPACTPYKTYphl IPU peaau3alli STUMU JULAMHU HOJTHOMOYMM, IPEIyCMOTPEHHBIX
crathelt 13 Hacrosiero depepanbHOTO 3aKOHA.

Cratba 10. Cuctema 6Ge3onacHOCTM 3HAYMMOro OOBbEKTa KPUTUYECKOW
MH(pOPMaLMOHHON UH(PPACTPYKTYPbI

1. B nmenax oOecnieueHust 0G€30MAaCHOCTH 3HAUYUMOIO OOBEKTa KPUTHUECKOW HH(DOPMAIMOHHON
UHPPACTPYKTYPHl CYOBEKT KpPUTHUECKOW HWH(POPMAIMOHHOW HMH(PPACTPYKTYphl B COOTBETCTBHH C
TpeOOBAHUAMHU K CO3JAaHMIO CHUCTEM O€30MacHOCTHM TaKUX OOBEKTOB M  O00ECHEUeHHI0 HX
(YHKIIMOHUPOBAHMS,  YTBEP)KICHHbIMU  (elepaibHbIM  OpPraHOM  HCIIOJHUTEJNBHOM  BJAcTH,
YIIOJIHOMOYEHHBIM B o0jacTh  oOecrieueHUs O€30MacCHOCTH  KPUTHUYECKOW  HMH(pOpMAIMOHHON
uHppactpyktypsl Poccuiickoii ®denepauuu, co3mgaer cucteMy O€30MaCHOCTH TakOoro OO0bEeKTa H
obecrieunBaeT ee (HyHKIIMOHUPOBAHHUE.

2. OCHOBHBIMH 3aJa4aMH CHCTEMbl O€30MAaCHOCTH 3HAYUMOIO0 OOBEKTa KpPUTHYECKOU
MH(POPMALIMOHHON HH(PPACTPYKTYPHI ABISIOTCA:

1) mpemoTBpallleHHe HEMpPaBOMEPHOro JocTyna K wuH(opManuu, oOpabaTbiBaeMOll 3HAYMMBIM
O00BEKTOM KpUTHYECKOW WH(MOPMALMOHHOW MHGPACTPYKTYPHI, YHUUTOXKEHHsSI Takod HHPOpMAIUH, ee
MOAUGUIIUPOBAHUS, OTOKUPOBAHUS, KOMTUPOBAHMS, TPEIOCTABIICHUS U PACIIPOCTPAHCHHUS, & TAKKE UHBIX
HEMPaBOMEPHBIX JIEHCTBUI B OTHOILIEHUH TaKoW WH(OPMALIUK;

2) HeJOIyIICHNE BO3ICUCTBUS Ha TEXHUUECKHE CpelcTBa 00pabOTKKM MH(POpPMAIMH, B pE3yIbTaTe
KOTOPOrO MOXeET OBITh HapylmIeHO M (WiIM) HpeKpameHo (YHKIMOHHUPOBAHHWE 3HAYMMOTO OOBEKTa
KpUTHYECKON MH(POPMAIMOHHON UHPPACTPYKTYPHI;

3) BoccTaHOBiEeHHE (YHKIMOHUPOBAHUS 3HAUMMOTO OOBEKTa KPUTHYECKOW HH(MOPMAIIMOHHON
MH(QPaACTPyKTYyphl, 00ECeunBaeMoro B TOM YHCJE 3a CUET CO3JaHMsI U XPAHEHHUS PE3epPBHBIX KOMMMA
HE00XOAUMOM 151 3TOTr0 HH(OPMAIIHH;

4) HempepbhIBHOE B3aMMOJIEHCTBHE C TOCYIapCTBEHHOW CUCTEMON OOHApYXEHHUs, PEAYyPExKACHUS
U JIUKBUJALIMU TIOCIIEACTBUH KOMIIBIOTEPHBIX aTak Ha HH(OpPMalMOHHBIE pecypchl Poccuiickoit
denepanuu.
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Cratba 11. Tpe6GoBaHua no obGecne4vyeHUO 6Ge30NaCHOCTM 3HAYUMMbIX OOBLEKTOB
KPUTUYECKON MH(POPMALIMOHHON UH(PACTPYKTYpPbI

1. TpeGoBanus 1o oOecneueHHI0 OE30MACHOCTH 3HAYMMBIX OOBEKTOB  KPUTHUECKOU
nH(OpMaLMOHHOW UHPPACTPYKTYpPHI, YyCTaHaBIMBaeMmble (¢eAepalbHbIM OpPraHOM HCHOJHUTEIbHOM
BJIACTH, YIMOJHOMOYEHHBIM B 00)acTd obOecreueHus: Oe30MacHOCTH KPUTUYECKOH HH(OPMAIMOHHON
unppactpyktypsl Poccuiickoii ®enepauuu, nuddepeHIUpPYIOTCS B 3aBUCUMOCTH OT KaTEropHH
3HAaYMMOCTH OOBEKTOB KPUTHUYECKOM HH(POPMAIMOHHONW HHEOPACTPYKTYpPHl U STHMHU TPEeOOBAHUSIMHU
MIPEAYCMATPUBAOTCS:

1) nmianupoBaHue, pa3paboTKa, COBEPIIEHCTBOBAHUE U OCYILIECTBICHUE BHEAPEHUS MEPONPUATUM
10 00ecneueHNI0 0e30IMaCHOCTH 3HAYUMBIX 00BEKTOB KPUTHUYECKOH HH(POPMAIIMOHHOW HH(PACTPYKTYPBI;

2) mpUHATHAE OPTraHW3AlMOHHBIX M TEXHHYECKUX Mep Ui oOecriedeHus: 0€30MacHOCTH 3HAYMMBIX
00BEKTOB KPUTUUECKOH HH(OpMAILIMOHHON UH(PACTPYKTYpPHI;

3) ycTaHOBJIEHHME IapaMETPOB M XapaKTEPUCTUK IPOrpaMMHBIX U IPOrpaMMHO-aIllapaTHbBIX
CPeACTB, NpPUMEHSEMbIX JUIsl oObOecredeHus O€30IaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOM
MH(POPMAIMOHHON HHPPACTPYKTYPHI.

2. T'ocynapcTBeHHbIE OpraHbl M POCCUICKME IOPHIMYECKHUE JIMIA, BBINOJIHAOLME (QYHKIHUU IO
pa3paboTKe,  MPOBEACHHIO  WJIA  pEAIN3alUd  TOCYyJAapCTBEHHOHM  MOJUTHKH W (WIH)
HOPMAaTHBHO-IIPABOBOMY PETYJIMPOBAHUIO B YCTAHOBJIEHHOU c(epe AeATeIbHOCTH, IO COIJIaCOBAaHHIO C
(dbenepaibHBIM OpPraHOM HWCIIOJTHUTEIIBHOW BJIACTH, YIOJTHOMOYEHHBIM B 00JacTH oOecreyeHus
0e30MacHOCTH KpUTHUYeCKOW HH(popManMoHHON uHppacTpykTypsl Poccuiickoit ®exnepauuu, MOryT
YCTAHABIIMBATh JIOMOJHUTENbHbIE TpeOOBaHMS MO OOECHEeUeHUI0 Oe30MaCHOCTH 3HAYMMBIX OOBEKTOB
KpUTHYECKOH HH(POPMAIIMOHHON HHQPACTPYKTYphI, COepKaliie O0COOEHHOCTH (YHKIIMOHUPOBAHUS
TaKMX OOBEKTOB B YCTAHOBJIEHHOU c(epe NesATeNbHOCTH.

CraTtbsa 12. OueHka 6e3onacHocTun KPUTNYECKOWN MHcopMaLMOHHOMN
MHPACTPYKTYPbI

1. Ounenka 06e30macHOCTH KpPUTHYECKOW HHGOPMALMOHHON HH(PACTPYKTYphl OCYIIECTBISIETCS
(dbenepaibHBIM OpPraHOM HWCIIOJTHUTEIIBHOW BJIACTH, YIOJTHOMOYEHHBIM B 00JacTH oOecnedyeHus
(YHKIIMOHMPOBAHUS TOCYIAapCTBEHHOW CHCTEMbl OOHApYXXEHMs, NPEAYNpPeXIEHUs U JHMKBHIALMH
MOCJIEACTBUIM KOMIBIOTEPHBIX aTak Ha MH(pOpMalMoHHbIE pecypchl Poccuiickoit @enepaiuu, B LEIAX
MIPOTHO3UPOBAHMS BO3HUKHOBEHHSI BO3MOXHBIX Yrpo3 0€30MacHOCTH KPUTHYECKOW HH(OpMAIMOHHON
MHQPACTPYKTYphl M BBIPAOOTKM MEp MO TMOBBIIMIEHUIO YCTOWYUBOCTH €€ (YHKIMOHUPOBAHHS IPU
IIPOBEJICHUH B OTHOLLIEHUH €€ KOMIIBIOTEPHBIX aTaK.

2. [Ipu ocyuiecTBiIEHUH OLEHKU 0OE30MaCHOCTH KpUTHYECKOW MH(OPMALMOHHONW MHPPACTPYKTYpPbI
IIPOBOAMTCS aHAIM3!

1) nmaHHBIX, MOJy4aeMbIX IPU MCIIOJIB30BAHMU CPEJACTB, MPEIHA3HAUEHHBIX ISl OOHApYKEHUS,
NPeIYNpeXxAeHUS U JIMKBUIAIMU MTOCIEACTBUI KOMITBIOTEPHBIX aTaK M pearnpoBaHMs Ha KOMIbIOTEpHBIE
MHIUACHTB, B TOM uucie WHGOPMalUMU O HAJUYUU B CETAX DJIEKTPOCBS3H, HCHOIb3YEMbIX IS
OpraHu3alK B3aUMOJEHCTBUS 0OBEKTOB KPUTUUECKON MH(POPMALIMOHHON HH(PPACTPYKTYpHI, IPU3HAKOB
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KOMIIBIOTCPHBIX aTaK;

2) undopmanuu, npeAcTapiIsieMoil CyObeKTaMu KPUTHUECKON MHPOPMAIIMOHHOM HHGPACTPYKTYPHI
u (¢enepaspHbIM OpPraHOM MCIIOJHHUTEIBHON BIIACTH, YIOJIHOMOYEHHBIM B O00JIaCTH oOOecredeHus
0€30IacCHOCTH  KpUTHYECKOW wuHpopMarmoHHod uH(pacTpykTypbl Poccuiickori ®enepanuu, B
COOTBETCTBHHM C TIepeyHeM HHGPOpPMAllMd U B TMOPSAIKE, OINpeneiseMbIMU (enepaabHbIM OpraHOM
UCIIOJIHUTENILHOM  BJIACTH, YIOJHOMOYEHHBIM B  oOjacTu  obOecrnieueHUs  (GYHKIIMOHUPOBAHUS
TOCYJapCTBEHHON  CHCTEMBl  OOHApY>KEHHs, MPEAyNpeKACHUS W  JIMKBUIAIMH  TOCIEACTBUI
KOMITBIOTEPHBIX aTak Ha HHGopMalMoHHbIe pecypcbl Poccuiickoii ®enepanuu, a TakkKe HWHBIMH He
ABIISIOMIMMUCS  CyOBEKTAaMH  KPUTHUYECKOW HMH(POPMALMOHHOW HWHPPACTPYKTYpbl OpraHamMud |
OpraHu3alysIMH, B TOM YHCJIE HHOCTPAHHBIMU U MEKTyHAPOIHBIMH;

3) cBeneHMid, MPEACTABIAEMBIX B TOCYJapCTBEHHYIO CUCTEMY OOHAPYXECHHS, TPEAYNPEKICHUS H
JMKBHJIAIINY TTOCIIEICTBUI KOMIIBIOTEPHBIX aTak Ha MH(opMannoHHble pecypcsl Poccuiickoit @enepannu
M0 UTOraM NpoOBCACHUA TrOCYyAapCTBCHHOI'O KOHTPOJIA B obOactu obecreueHus 0€30IMaCHOCTH 3HAYMMBIX
OOBEKTOB KPUTHYECKOW WH(POPMAIMOHHOW WH(PACTPYKTYphl, O HApyLIeHUH TpeOOBaHUU 110
o0ecriedeHnto Oe30MaCHOCTH 3HAYMMBIX O0BEKTOB KPUTHUECKOW MH(POPMALMOHHON WHPPACTPYKTYPHI, B
pe3ysbTaTe KOTOPOTro CO3/1aI0TCS MPEANOCHUTKHA BOZHUKHOBEHUSI KOMIIBIOTEPHBIX WHIIMICHTOB;

4) wuHOW wHOpPManuK, TmOIXydaeMod (eaepanbHBIM OpPraHOM HCHOJHHUTEIBHON BJIACTH,
YIIOJIHOMOYEHHBIM B o0ylacTM  o0OecriedeHuss (PyHKIMOHUPOBAHHUS TOCYAAPCTBEHHOW CHUCTEMBbI
OOHapyXXCHHs, TPEAYNPEKICHUS W  JUKBUAALWU  [OCICACTBUH  KOMIBIOTEPHBIX  aTrak  Ha
uHpopmannoHHble pecypchl Poccuiickoit ®enepanyu, B COOTBETCTBUHM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanuu.

3. Jna peanu3anuu TOJIOKEHHWH, TNPEIyCMOTPEHHBIX dYacTsAMU | W 2 HacTosied CcraTbH,
dbenepaibHBIA  OpraH  UCIOJHUTEIHHOM  BJIACTH, YIOJHOMOYEHHBIM B 0OJMacTH  obecredeHus
(YHKIIMOHMPOBAHUS TOCYIAapCTBEHHOW CHCTEMbl OOHApYXXEHMs, NPEAYNpPeXKIEHUs U JHMKBHIALNH
MOCJIEACTBUI KOMIBIOTEPHBIX aTak Ha MH(QOpMalMOHHbIe pecypchl Poccuiickoit denepanyu, opraHu3yer
YCTAHOBKY B CETSAX DJEKTPOCBS3U, MCIOJb3YEMbIX JUIsl OpPraHU3alMd B3aUMOACUCTBUS OOBEKTOB
KpUTHYECKON MH(GOPMallMOHHON MHPPACTPYKTYPHI, CPEACTB, MPEIHA3HAUYEHHBIX JJIs IIOUCKa NPU3HAKOB
KOMITBIOTEPHBIX aTaK B TAKUX CETAX JJIEKTPOCBSI3H.

4. B wmemsax pa3pabOTKM Mep 1O COBEpIICHCTBOBAHUIO OE€30MacCHOCTH  KPUTUYECKOM
MH(pOPMALMOHHON HHDPACTPYKTYpH! (hefepalibHbIA OpraH UCIOIHUTENILHON BJIACTH, YIOJTHOMOYEHHBIH B
o0nactu obecrieueHus (PyHKIIMOHUPOBAHMS TOCYJAPCTBEHHON CUCTEMbI OOHAPYXEHUS, TPEAYPEKICHUS
U JIMKBUJALIMU TIOCIEACTBUH KOMIIBIOTEPHBIX aTak Ha HH(OpPMalMOHHBIE pecypcbl Poccuiickoit
®denepanuu, HAMIpaBseT B GeAepaabHbIil OPTaH WCIIOTHUTEIBHONW BIACTH, YIOJIHOMOYECHHBIM B 00JaCTH
obecriedeHuss  0€30MaCHOCTH  KPUTHYECKOH  HMHpOpMalmoHHOW  MHppacTpykTypsl  Poccuiickoii
denepanun, pe3ynbTaThl OCYIIECTBICHUS OICHKM O€30MacHOCTH KPUTHYECKON WH(POPMAIIMOHHON

UHPPACTPYKTYPHI.

Cratba 13. NocypapcTBeHHbIM KOHTPOsib B obnactu obecne4vyeHus 6e3onacHOCTU
3HAYMMbIX 06 BHLEKTOB KPUTUYECKON MHPOPMALIMOHHOM MH(PPACTPYKTYpPbI

1. TocymapcTBEHHBIN KOHTPOJIb B 00JacTH oOOecTedeHus Oe30MacHOCTH 3HAYMMBIX OOBEKTOB
KpUTHYECKOH HH(DOPMAITMOHHOW HWH(PPACTPYKTYphl MPOBOAUTCS B LENAX IPOBEPKH COOIIOIECHUS
CyObeKTaMH KPUTHYECKON HH(POPMAIMOHHON HHQPPAaCTPYKTYpbl, KOTOPHIM Ha IMpaBe COOCTBEHHOCTH,
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apeHJbl WIM WHOM 3aKOHHOM OCHOBAaHUHM TMPUHAIICHKAT 3HAYUMBICE OOBEKTHI KPUTHYCCKON
nH(OpMaLMOHHON UH(PPACTPYKTYpHI, TpeOOBaHMI, YCTAaHOBIEHHBIX HacTosIUM DeepaibHbIM 3aKOHOM
U TPHUHITBIMA B COOTBETCTBMM C HHM HOPMATHBHBIMH TIPABOBBIMH aKTaMHU. Y Ka3aHHBIH
rOCy/IapCTBEHHBI ~ KOHTPOJIb ~ MPOBOAMTCS IYTeM  OCYHIECTBICHUA  (enepajbHbIM  OpPraHOM
WCIIOJIHUTEIILHON BIIACTH, YIOJHOMOYCHHBIM B oO0JacTu oOecredeHus Oe30MacHOCTH KPHUTUYECKOU
uHpopmanoHHON HHGpacTpyKTypbl Poccuiickoit denepanuu, MIaHOBBIX WM BHETIJIAHOBBIX ITPOBEPOK.

2. OcHOBaHHEM AJI OCYHICCTBJIICHUA ILTAHOBOM IMPOBCPKHU ABJIACTCA UCTCUCHHUC TPCX JICT CO JHA:

1) BHeceHUs1 cBeleHH 00 OOBEKTE KPUTHUYECKOW HMH(POPMAIMOHHONW WH(PACTPYKTYpHI B PEECTp
3HAYMMBIX 00BEKTOB KPUTHUECKOH HH(OPMAIIMOHHON HHAPACTPYKTYPHI;

2) OKOHYaHUS OCYIICCTBIICHUS TOCJICAHEH TNIAHOBOM MPOBEPKH B OTHOLICHUH 3HAYUMOTO O0BEKTa
KpUTHIECKON WHPOPMAITMOHHON HHPPACTPYKTYPHI.

3. OcHoBaHHEM AJIs1 OCYHICCTBJIICHU BHEILIAHOBOM IMPOBCPKU ABJIACTCA:

1) ucreyeHne cpoka BBITIOJTHEHHUS! CYOBEKTOM KPUTHUECKOW MH(POPMALMOHHON WHPPACTPYKTYPHI
BBIJIAHHOTO  (hefiepalibHbIM ~ OpPraHOM — UCIOJIHMTENBbHOM BJIACTH, YIOJHOMOYEHHBIM B 00JacTu
obecriedeHrsi  0€30MAaCHOCTH  KPUTHYECKOH  HWH(pOpManmoHHOW  WHGpacTpyKTypel  Poccuiickoit
®enepanuu, npeanucaHuss 00 YCTPAaHEHMM BBISIBIEHHOI'O HapylleHHs TpeOoBaHHMN HO 00ecHeueHHIo
0€30MaCHOCTH 3HAYUMBIX 00BEKTOB KPUTHUECKOH HH(OPMAIIMOHHON HHAPACTPYKTYPHI;

2) BO3HMKHOBEHHE KOMIIBIOTEPHOTO MHLUJACHTA, IOBJIEKIIEr0 HEraTUBHbIE IOCIEACTBUS, Ha
3HAYUMOM 00BEKTE KPUTUUECKON MH(POPMALIMOHHON HHPPACTPYKTYPHI;

3) npuka3 (pacmopspkeHHe) pPYKOBOAMTENS (QelepaabHOro OpraHa HCHOJIHUTENbHOM BIIACTH,
YIOJHOMOYEHHOTO B  o0nactu  oOecriedeHHs O€30MacCHOCTH  KPUTHYECKOM  HHQPOPMAIMOHHOM
uHppacTpykTypsl Poccuiickoit denepaiuu, W3NaHHBI B COOTBETCTBUM C TopyudeHueMm [lpe3uneHta
Poccuiickoit @enepanuu wiu [IpaButensctBa Poccuiickoit denepanun 1mb60 Ha OCHOBAHUU TPeOOBAHUS
IPOKypopa 00 OCYIIECTBICHIH BHETIJIAHOBOW MTPOBEPKH B paMKax MPOBEJCHHs HaJ30pa 3a UCTIOJTHEHUEM
3aKOHOB IO MTOCTYNUBIIMM B OpraHbl IPOKypaTypbl MaTepuaiaMm U oOpalieHusIM.

4. Tlo uToram IUTAHOBOW WM BHEIUTAHOBOM MPOBEPKH (eepalbHBIM OPraHOM HCHOTHUTENBHOM
BJIACTH, YIIOJIHOMOUYEHHBIM B O0JacTH oOecredeHuss 0e30MacHOCTH KPUTHYECKOH HH()OPMAIIMOHHOM
uHppactpykTypsl Poccuiickoit deneparuu, cocTaBisieTcss akT IPOBEPKU MO YTBEPKACHHON yKa3aHHBIM
opraHom ¢opme.

5. Ha ocHOBaHMH aKTa HpPOBEPKH B CIyyae BBIABICHHS HApYIIEHHUs TPeOOBAHUN HACTOSILErO
@denepalbHOTO 3aKOHa W MPUHATBIX B COOTBETCTBUM C HUM HOPMATHUBHBIX IIPABOBBIX aKTOB I10
obecriedeHn0 0e30MacCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW HH(POPMALMOHHOW HH(PPACTPYKTYPHI
(dbenepaibHBIN OpTraH UCIIOTHUTEIBHON BJIACTH, YIIOJTHOMOYEHHBIN B 00J1acTH 00ecreueHnst 0€30MacHOCTH
KpuTHYecKol HH(pOpMaMOHHONH HH(ppacTpykTypsl Poccuiickoit ®enepauuu, BbIIAET CYOBEKTY
KPUTHYECKOH HMHPOPMAIIMOHHON WHGPACTPYKTYpbl MpeAnucaHue o0 YCTpaHEHUU BbBISBIECHHOTO
HapyLIEHUs ¢ yKa3aHUEM CPOKOB €TI0 YCTPAHEHUS.

Cratba 14. OTBeTCTBEHHOCTb 3a HapyweHue TpeboBaHUM HacTosLEro
deagepanbHOro 3akoHa M MNPUHATbLIX B COOTBETCTBUM C HUM WHbIX HOPMAaTUBHbIX
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npaBoOBbLIX AKTOB

Hapymenne tpeboBanuii Hacrosiiero deaepanbHOro 3aK0Ha U MPHUHATHIX B COOTBETCTBHH C HUM
MHBIX HOPMATHUBHBIX TPAaBOBBIX AaKTOB BJIEYET 3a COOOM OTBETCTBEHHOCTh B COOTBETCTBUU C

3aKoHoarenscTBOM Poccutickon denepanuu.
CraTtba 15. BctynneHue B cuny HacTtosiwero PegepanbHOro 3akoHa

Hacrosiuuit @enepanbHblii 3aK0H BCTymaeT B cuiy ¢ 1 ssuBaps 2018 roaa.

[Ipe3uneHt
Poccuiickoit @enepanuu
B.ITYTUH
Mocksa, Kpemib
26 nronst 2017 roga
N 187-®3
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